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Lsetup utilit

Text Mode Setup Utility 1.19.4 (c) 1999-2006 Red Hat,

—— Choose a Tool |—

|

| Authentication configuration |
| Firewall configuration
| Network configuration
|  System services setup Firewall
| Timezone configuration

| X configuration
|
|
|
|
|
|

<Tab>/<Alt-Tab> between elements | Use <Enter> to edit a selection

system - config - firewall - tui
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Lsystem -config -firewall -tui

system-config-firewall

—————— Firewall Configuration b————

A firewall protects against unauthorized

network intrusions. Enabling a firewall blocks
all incoming connections. Disabling a firewall
allows all connections and is not recommended.

[ |
[Customize |
[ |

| |
| |
| |
| |
| |
| |
| Firewall: [EJER3:Iin-1 |
| |
| |
| |
| |
| |
| |

Customize

<Tab>/<Alt-Tab> between elements | <Space> selects | =<F12> next scr
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Lsystem -config -firewall -tui (con't)

system-config-firewall

——————— Trusted Services M

Here you can define which serwvices are trusted. Trusted
services are accessible from all hosts and networks.

|

|

|

|

* |
* |
IMAP over SSL |
IPsec |
Mail (SMTP) |
Multicast DNS (mDHNS) |

|

|

|

|

|

|

A\

Customize

<Tab>/<Alt-Tab> between elements | <Space> selects | =<F12> next scr
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Lsystem -config -firewall -tui (con't )

system-config-firewall

Clicking the 'Yes' button will override
any existing firewall configuration. Are
you sure that you want to do this?

Please remember to check if the services
iptables and ipétables are enabled.

<Tab>/<Alt-Tab> between elements | <«Space> selects | <F12> next scr
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[rootilocalhost ~]# iptables -L -n
Chain INPUT (policy ACCEPT)

prot opt source destination
all -- 0.0.0.0/0 0.0.0.0/0
icmp -- 0.0.0.0/0 .0.0.0/0
all 0.0.0.0/0 .0.0.0/0
tep .0.0.0/0 .0.0.0/0
tep .0.0.0/0 .0.0.0/0
tep .0.0.0/0 .0.0.0/0
udp .0.0.0/0 .0.0.0/0
Alptables
y -L:
y -n . 1 ( = )

Aletc/ init.d/iptables status
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firewall chain

X |ptables

INPUT
OUTPUT
FORWARD

(incoming packet)
(out going packet)

3
I
.

(incoming packet)
INPUT !
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1
(cont )
[root@élocalhost ~]# iptas -L -n

Chain INPUT (policy ACCEPT)

target prot opt source destination
ACCEPT all -- 0.0.0.0/0 0.0.0.0/0 state RELATED,

ESTRBLISHED

0.0.0.0/0 & & RELATED=3}4§ 5} %]
2= on ESTABLISHED=¢1 A A} )]
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LX window front -end

x system -config -firewall
waty 4% cale ol

= QlELICH XHsIM M|AE QE SAE

e oy — > —

53/tcp. 53/udp
21/tcp
2049/tcp, 2049/udp
Network Printing Client (IPP) 631/udp
Network Printing Server (IPP) 631/tcp, 631/udp
OpenVPN 1194/udp
RADIUS 1812/udp, 1813/udp
22ftcp
993/tcp
995/tcp
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Liptables

-N name

-F [name]
-X [name]
-L [name]

-P name target

-Z [name]

name

name
name
name
target

name
name

(policy)
ACCEPT, DROP

0

policy
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Liptables (con't ) .

x chain

[rootl@localhost ~]# iptables -F

[root@localhost ~]# iptables -X

[root@localhost ~]# iptables -L

Chain INPUT (policy ACCEPT)

target prot opt source destination

Chain FORWARD (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)
target prot opt source destination
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Liptables (con't ) .

x user -defined chain

[rootilocalhost ~]# iptables -N Blacklist
[root@localhost ~]# iptables -L

Chain INPUT (policy ACCEPT)

target prot opt source destination

Chain FORWARD (policy ACCEPT)

target prot opt source destination

Chain OUTPUT (policy ACCEPT)
target prot opt source destination

Chain Blacklist (0 references)
target prot opt source destination
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-A Blacklist -p tcp -s 80.97.55.0/24 -j REJECT
- > ‘-ﬂ h—‘ }< h-‘ - >
P

Source |IP 4= 0|
80.97.55.0/24 REJECT

BlacklistOll =} TC

-A name

name

-1 name [num]
num

-R name num name num
-D name num name num

-D name rulespec | name rulespec
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.tcp, udp, icmp

)
-1 device .( :-ieth0)
-0 device .( :-o0ethl)

-p proto

source IP
-s |IPaddress

destination IP
-d IPaddress

-- sport num

--dport num

matchmod

-m matchmod [opt]
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Liptables (con't)

X match

‘mtcp -mstate ~saeNew frer

ESTABLISHED

Yy match
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i[:_)tables
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