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firewall

×iptables

Á

×chain

Á

Áiptables chain / / .

×

Ásystem-config-securitylevel (setup )
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setup utility

setup Firewall 

.

system - config - firewall - tui .
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system -config -firewall - tui

Customize

.
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system -config -firewall - tui (con't )

Customize

.
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system -config -firewall - tui (con't )

"Yes"

.
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Áiptables

ÿ-L : 

ÿ-n : , ( = )

Á/etc/ init.d/ iptables status 
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firewall chain

×iptables 3

Á (incoming packet)

INPUT !

Á .

INPUT (incoming packet) . 

OUTPUT (out going packet) . 

FORWARD . 
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(con't )
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X window front -end

×system -config -firewall 
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iptables

×

-N name name . 

-F [name] 
name . 

name . 

-X [name] 
name . 

name .

-L [name] 
name . 

name . 

-P name target 
name (policy) policy . 

target ACCEPT, DROP . 

-Z [name] 
name 0 . 

name . 
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iptables (con't )

×chain 
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iptables (con't )

×user -defined chain
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iptables (con't )

×

-A name name (append).

- I name [num] 
name num . 

num 1 . 

-R name num  name num .

-D name num name num .

-D name rulespec name rulespec .
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iptables (con't )

×

-p proto 
proto . tcp , udp , icmp

(all ) 

- i device . ( : - i eth0) 

-o device . ( : -o eth1) 

-s IPaddress
source IP . 

. 

-d IPaddress
destination IP . 

. 

-- sport num . 

-- dport num . 

-m matchmod [opt] 
matchmod . 

opt . 
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iptables (con't )

×match #1

ÿmatch

.

-m 

-m tcp -m state -- state NEW TCP 

-m tcp -m state -- state RELATED,
ESTABLISHED 
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iptables
0) INPUT 1 lo ( ) . 

1) BlackList , WhiteList . 

2) INPUT 2 BlackList . 

3) INPUT 3 WhiteList . 

4) BlackList 1 80.97.55.0/24 . 

5) BlackList 2 84.120.0.0/16 . 

6) BlackList 3 213.164.238.0/24 . 

7) BlackList 3 220.173.0.0/16 . 

8) WhiteList 1 192.168.0.0/24 . 

9) WhiteList 2 192.168.1.0/24 . 

10) WhiteList 3 192.168.66.0/25 . 

11) WhiteList 4 RELATED, ESTABLISHED . 

12) WhiteList 5 TCP http NEW . 

13) WhiteList 6 TCP ssh NEW . 

14) INPUT 4 . 


