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RUID, RGID

×RUID, RGID

ÁReal UID : 

ÁReal GID : 

Á RUID, RGID
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EUID, EGID

×EUID, EGID

ÁEffective UID: 

ÿ mode "rwxrwxrwx" ( )

ÁEffective GID: 

ÿ mode "rwxrwxrwx" ( )

×RUID, RGID EUID, EGID

Á RUID = EUID ( RGID = EGID )

× : SetUID SUID



Copyright by SunYoung Kim <sunyzero (at)  gmail (dot) com>

RUID, EUID

(e.g. UID=500) passwd

ps
RUID EUID

.

/etc/shadow /etc/ passwd

/usr/bin/ passwd SetUID !
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SUID

.
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SetUID & Sticky bit

×SetUID Sticky bit 

ÁSetUID   : 2^2 = 4

ÁSetGID   : 2^1 = 2

ÁSticky bit: 2^0 = 1

×e.g.

ÁSetUID: chmod 4### files ...

ÁSetUID & SetGID: chmod 6### files ...

ÁSticky bit: chmod 1### files ...
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Sticky bit

×sticky bit

Sticky bit 't'

.
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Sticky bit

×sticky bit

Ástciky bit 

, 

= 

Á sticky bit "/ tmp" 

, 

0666 , 
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ulimit

×

Á

.

Á . (ulimit )

ulimit [ - SHacdfilmnpqstuvx ] [limit] 
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ulimit (con't )

Á-n : 

Á-Sn : ( )

Á-Hn : ( )
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soft vs hard limit

×Soft limit <= Hard limit

ÁHard limit Soft limit .

Ároot .

Á-S -H /

/ .
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ulimit

ulimit .
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ulimit (con't)

×ulimit 

-a

-S<item> item soft limit

-H<item> item hard limit

-c # core dump ( : )

- f # ( : )

- l # lock ( : KB)

-m # RSS ( : KB)

-n # file ( : )

- t # CPU ( : )

-u # ( : )
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ulimit

×core dump ( -c 0 )
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ulimit (con't )

×core dump ( -Sc 100000 )
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ulimit (con't )

×CPU ( -St 10 )

.
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ulimit 

× (fork)

Áulimit -u 100

Á 100 fork . 

= 

.
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profile

profile

.
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PAM

×login : /etc/pam.d/login

auth [ user_unknown =ignore success=ok ignore=ignore default=bad] 

pam_securetty.so 

auth include system - auth 

account required pam_nologin.so 

account include system - auth 

password include system - auth 

session required pam_selinux.so close 

session include system - auth 

session required pam_loginuid.so 

session optional pam_console.so 

session required pam_selinux.so open 

session optional pam_keyinit.so force revoke 

session required pam_limits.so
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PAM (con't )

× : /etc/security/ limits.conf

Á : 

Á

domain     type    item      value

domain , 

type soft, hard

item

value

* hard nproc 4096 

@staffs hard nofile 2048 

* - maxlogins 10 


