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e ot
(mode = 0755)
(owner UID=0)

\

C )P
Cl
P

H 22| o]ofX]| H 22| o|ofx]|
(owner UID=500) (owner UID=600)
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LRUID, RGID

x RUID, RGID

AReal UID :
AReal GID :

A RUID, RGID
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LEUID, EGID

x EUID, EGID

AEffective UID:

y mode " ane ( )

AEffective GID:

y mode  "rwx e ( )

x RUID, RGID EUID, EGID

A RUID = EUID ( RGID =EGID )

X : SetUID SUID
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LRUID, EUID

[rootiElocalhost ~]1# 1s -1 fetc/shadow

—f=——————— 1 root root 1513 2008-10-16 16:49 /fetc/shadow
[rootilocalhost ~1# 1s -1 fusr/bin/passwd

-rwsr-xr-x 1 root root 25740 2008-04-08 22:48 fuse/Bin/passud

/etc/shadow  /etc/ passwd

[usr/bin/ passwd SetUID

[rootdlocalhost ~]# ps -eo pid,ruid,euid,args
PID RUID EUID COMMAND
1 0 0 /sbin/init (e.g. UID=500) passwd |
2 0 0 [kthreadd]
3 0 0 [migration/o0] pS

e RUID EUID

6140 500 500 -bash

6491 500 0 passwd
hd 92 ' ) ps -eo pid,ruid,euid,args
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[rootElocalhost ~1#
/bin/umount
fbin/pingé
/bin/fusermount
/bin/mount
fbin/ping

/bin/su
[rootElocalhost ~1#
fusr/bin/newgrp
fusr/bin/pul seaudio
fusr/bin/rlogin
fusr/bin/fchage
fusr/bin/kgrantpty
fusr/bin/gpasswd
fusr/bin/passwd
fusr/bin/rcp
fusr/bin/rsh

find /bin -perm 4755

find /usr/bin -perm 4755

fusr/bin/kpac_dhcp helper

fusr/bin/at
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| SetUID & Sticky bit

x SetUID  Sticky bit
ASetUID :272=4
ASetGID :2"1 =2
ASticky bit: 270 = 1
x e.g.
ASetUID: chmod 4### files ...

ASetUID & SetGID: chmod 6### files ...

ASticky bit: chmod 1### files ...
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| Sticky bit
x sticky bit

[root@localhost ~1#

1
drwxr-xr-x 2
drwxr-xr-x 4
drwxr-xr-x 13
drwxr-xr-x 132
drwxr-xr-x 11
drwxr-xr-x 15
2
drwxr-xr-x 5
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
dr-xr-xr-x 114
drwxr-x--- 29
drwxr-xr-x 2
drwxr-xr-x 7
drwxr-xr-x

root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root

1s -1 /

root
root
root
root
root
root
root
root
root
root
root
root

7168
4096
4096
4260
12288
4096
12288
16384
4096
4096
4096
4096

2008-10-29
2008-10-15
2008-10-19
2008-10-30
2008-10-30
2008-10-29
2008-10-21
2008-10-01
2008-10-30
2008-04-08
2008-10-01
2008-10-29

aquota.user
bin

boot

dev

etc

home

lib
lost+found
media

mnt

opt

opt2

Sticky bit

4096

2008-10-30
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| Sticky bit
x sticky bit

Astciky bit

A sticky bit "/tmp"

0666 ,
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L ulimit

X

Ve

A . (ulimit )

ulimit [ - SHacdfilmnpgstuvx ] [limit]
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pulimit  (con't )

[ sunyzeroflocalhost
1024
1024
1024
[ sunyzeroflocalhost
[sunyzerollocalhost
12
1024
[ sunyzeroflocalhost
-bash: ulimit: open
[sunyzerollocalhost
[ sunyzerotllocalhost
-bash: ulimit: open

A-Sn

AcHn :

~]1% ulimit -8n; ulimit -Hn; ulimit -n

~]% ulimit -sn 512
~]% ulimit -8n; ulimit -Hn

~]% ulimit -Hn 384
files: cannot modify limit: Invalid argument
~]% ulimit -Hn 512
~]1% ulimit -Sn 1024
files: cannot modify limit: Imvralid argument
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Lsoft vs hard limit

x Soft limit <= Hard limit

AHard limit Soft limit
Aroot

AS -H /
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Lulimit
[ sunyzerofdlocalhost ~]§ ulimit -a
core file size (blocks,|-¢c) O
data seq size (kbytes, |-d)] unlimited
scheduling priority (—e)
file size (blocks, |-£)| unlimif
pending signals (—1)] 32
max locked memory (kbytes, |-1)| 32 ulimit
max memory sSize (kbytes, |-m)] unlimi
open files (-n)| 512
pipe size (512 bytes,|-p)| B

POSIX message queues (bytes, |-q)| 8192200
real-time priority (-r)| O

stack size (kbytes, |-s)] 10240

cpu time (seconds, |-t)| unlimited
max UsSer Processes (-u)| 1024
virtual memory (kbytes, |-v)] unlimited
file locks (-x)] unlimited
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L ulimit (con't)

x ulimit

-S<item> item soft limit

-H<item> item hard limit

core dump (

lock
RSS

I

—~ |~
N

—~
—~
S
~

c

—
T
B
et
T
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{ ulimit

X core dump

[sunyzero@localhost ~]5 cat bug segfault.c
#include <stdio.h>

#include <stdlib.h>

#include <string.h>

int main()

{
char *p str;
printf ("sample program for core file size\n");
p_str = (char *)malloc(sizeof (char) * 1024);

if (p_str == NULL) {
exit (EXIT FAILURE) ;

H

free(p str);

free(p str); /* explicit bug */

exit (EXIT SUCCESSE) ;
}
[sunyzeroflocalhost ~]5|make bug segfault
cc bug segfault.c -0 bug segfault
[sunyzeroflocalhost ~]§|./bug segfault
sample program for core file size
k*¥% glibc detected *** ,/bug segfault: double free or corruption (top)
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L ulimit

X core dump

[sunyzeroilocalhost ~]§ .fbug_segfault

g con't 2 |
(-Sc 100000 )

[sunyzeroilocalhost ~]% ulimit -Sc 100000

sample program for core file size
***% glibc detected *** . /bug segfault: double free or corruption (top): 0x082

08 *%%

08048000-08049000
08042000-0804a000
082a1000-082¢c2000
b7e00000-b7e21000
b7e21000-b7£00000
b7£25000-b7£26000
b7£f3e000-b7£40000
bfb2b000-bfb40000

aborted (core dumped)

00000000
00000000
082al1000
b7e00000
b7e21000
b7£25000
b7f3e000
bffeb000

AH 2

L] :‘ _| L] L -

:02
:02
: 00
:00
: 00
: 00
:00
: 00

[sunyzeroilocalhost ~]§ 1s -1 core¥*
1 sunyzero sunyzero 434176

389068
389068
0

fhnmefsunyzerofbug_segfault
/home/sunyzero/bug segfault
[heap]

[stack]

2008-10-30 04:40 core.2231
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Lulimit (con't )
x CPU (-St 10 )

[ sunyzeroflocalhost ~]1§ cat bug infloop.c
#include <stdio.h>

#include <stdlib.h>

#include <string.h>

int main{()

{

char *p_str;
printf ("sample program for cpu time\n") ;
for (;;) { /* infinite loop */

p_str = (char *)malloc(sizeof (char) * 1024);

if (p_str == HULL) {
exit (EXIT FAILURE) ;
}
free(p str);
}
exit (EXIT SUCCESS) ;
}
[sunyzeroflocalhost ~]5 make bug infloop
cc bug infloop.c -0 bug infloop
[sunyzeroidlocalhost ~18{ulimit -8t 10
[ sunyzeroflocalhost ~]1§| ./bug infloop
sample program for cpu time -
CPU time limit exceeded (core dumped)
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ulimit

(fork)
Aulimit -u 100

A 100 fork
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[sunyzeroflocalhost ~]§ cat .bash profile

# .bash profile

# Get the aliases and functions
if [ -f ~f.bashrc ]; then

~{ .bashrc
fi

# User specific environment and startup programs
PATH=5PATH: $HOME /bin

export PATH
unset USERNAME

# ulimit config

ulimit -8c 256000 -Sn 500 -Su 256

[sunyzeroflocalhost ~]§ ulimit -a

core file size

data seg size
scheduling priority
file size

pending signals

max locked memory
max memory size
open files

pipe size

POSIX message queues

real-time priority
stack size

cpu time

max user processes
virtual memory
file locks

{blocks, -¢c)
(kbytes, -d)
(-e)
(blocks, -f)
(-1)
(kbytes, -1)
(kbytes, -m)
(-n)

(512 bytes, -p)

(bytes, -q)
(-r)
(kbytes, -s)

{seconds, -t)

(-w)
(kbytes, -v)
(-X)

256000
unlimited
0
unlimited
32750

32
unlimited
500

8

819200

0

10240

10

256
unlimited
unlimited
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. letc/pam.d/login

auth [ user_unknown =ignore success=0k ignore=ignore default=bad]
pam_securetty.so

auth include system - auth

account required pam_nologin.so

account include system - auth

password include system - auth

session required pam_selinux.so close
session include system - auth

session required pam_loginuid.so

session optional pam_console.so

session required pam_selinux.so open
session optional pam_keyinit.so force revoke

session required pam_limits.so
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LPAM (con't)

X . letc/security/  limits.conf

domain

type
item

soft, hard

value

>\ IIII !
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